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​Introduction​
​Realizing the potential of AI requires risk-informed growth. AI systems are transforming every​
​industry, offering significant opportunities for value creation and pro-human innovation.​
​However, this promise also brings risks that could disrupt business models, impair financial​
​performance, and harm people and society.​

​The successful deployment of AI requires a proactive approach to risk management.​
​Companies that effectively assess and manage AI-related risks can ensure compliance with​
​evolving regulations, manage liability risk, foster trust, limit operational disruptions, and​
​gain competitive advantages.​

​The Corporate AI Risk Assessment Framework provides a basis for companies and external​
​parties, including investors, to evaluate the management of AI-related risk. It supports the​
​implementation of formal risk management frameworks, like ISO/IEC 42001, with specific,​
​substantive content. It may inform other company-wide processes, such as enterprise risk​
​management, double materiality assessments, and human rights due diligence.​

​The Corporate AI Risk Assessment Framework was informed by discussions with investors,​
​companies, civil society organizations, academics, and other experts. It will be improved over​
​time based on feedback and developments in the field.​

​●​ ​Learn how​​this Framework supports compliance with:​​ISO/IEC 42001; the NIST AI Risk​
​Management Framework; the OECD Due Diligence Guidance for Responsible AI.​

​●​ ​Learn how​​this Framework relates to: the EU AI Act;​​the G7/Hiroshima Process​
​International Code of Conduct for Organizations Developing Advanced AI Systems; the​
​OECD AI Principles; the Global Digital Compact (GDC).​

​If you have feedback or would like to help refine or test the Corporate AI Risk Assessment​
​Framework,​​please get in touch with PAI​​.​

https://docs.google.com/document/d/1kliYm2kW7dQfaKOpr2_Zk4XXFmn-Bm7t6q-XGZsRE7k/edit?tab=t.0#bookmark=id.fyz7sboucxry
https://docs.google.com/document/d/1kliYm2kW7dQfaKOpr2_Zk4XXFmn-Bm7t6q-XGZsRE7k/edit?tab=t.0#bookmark=id.o1m0okl52p0
https://docs.google.com/forms/d/e/1FAIpQLSfRci9c0KY7YAR7hadQkuATeou1UO9Qq6lXWec0XfgCn3l5mQ/viewform?usp=header


​Corporate AI Risk Assessment Framework​
​Companies can use this Corporate AI Risk Assessment Framework to identify and prioritize​
​AI-related risks. Each company can right-size its assessment, determining the process,​
​format, and frequency based on its circumstances.​

​The Corporate AI Risk Assessment Framework is intended for global application, covers a​
​company’s entire value chain, and generates a company-wide view of risk. The Framework​
​can be used as a standalone exercise or integrated into existing processes such as​
​enterprise risk management, materiality assessment, or human rights due diligence. Results​
​can inform near- and longer-term strategic planning, corporate governance, and disclosure.​

​A. Responsible AI Culture​

​Culture of Responsible AI​

​●​ ​Aligned with culture:​​Ensure that corporate values​​support a culture of responsibility​
​and risk management. Analyze how AI reflects corporate culture, both intentionally and​
​unintentionally.​

​●​ ​Responsible AI principles:​​Publish and implement company-specific​​responsible AI​
​principles/policy and develop a governance framework for adherence.​

​●​ ​Ownership:​​Management and relevant employees consider​​the impact of AI on people,​
​society, and the environment over the short, medium, and long term, and understand that​
​they have ownership of and are accountable for the development, deployment, use, and​
​outcomes of AI systems.​

​●​ ​Inclusive governance:​​Workers across the value chain​​are involved in decision-making​
​about why, whether, and how AI systems are developed, deployed, and used.​

​●​ ​Diversity:​​All stages of the AI lifecycle involve​​diverse teams, decision-making bodies, and​
​stakeholder input.​

​●​ ​Efficacy:​​Foster a nuanced understanding of AI systems’​​capabilities and limitations​
​across the company, and where human involvement should not be compromised for​
​efficiency. This includes awareness of the contexts in which these systems may be​
​inappropriate or may perform differently than intended. Informed decisions are made​
​about whether to deploy a specific AI system, including consideration of the risks​
​associated with that system.​

​●​ ​Cognitive biases:​​Educate employees about cognitive​​biases associated with using AI​
​systems, such as automation bias, anthropomorphism, algorithmic social bias,​
​availability heuristic, and deference to authority.​



​B. Governance​

​Executive Governance of Artificial Intelligence​

​●​ ​Strategy:​​Develop an AI strategy articulating how​​AI creates business value, the proposed​
​risk tolerance, and impacts across culture, technology, operations, workforce, customers,​
​and society. Secure Board approval, identify key performance indicators (KPIs), track​
​progress over time, and keep the strategy current as the landscape evolves.​

​●​ ​Ownership:​​Assign clear, documented individual ownership​​and accountability for each​
​aspect of the company’s AI strategy and risk areas. Establish clear roles and​
​responsibilities and ensure that the appropriate management, teams, and individuals​
​across the company are empowered, accountable, and trained to assess, measure, and​
​manage AI risks.​

​●​ ​Risk management and compliance:​​Ensure risk management​​and compliance​
​frameworks are implemented across the AI value chain, covering technical, operational,​
​workforce, value chain, regulatory, liability, and societal risks. Conduct regular risk​
​assessments, ensure regulatory compliance, and escalate material issues promptly to​
​the Board.​

​●​ ​Development and deployment:​​Oversee AI development​​and deployment in accordance​
​with the Board-approved strategy and risk tolerance, ensuring adherence to appropriate​
​standards of system performance, safety, privacy, data protection, transparency, and​
​documentation throughout the AI lifecycle. Commission periodic audits — including​
​independent third-party audits at least annually for high-risk applications — act on​
​findings promptly, and report outcomes to the Board.​

​●​ ​Operations, workforce, and societal impact:​​Monitor​​the actual and anticipated impact​
​of AI on the workforce, operations, and broader society, and ensure these considerations​
​inform strategic and operational decisions.​

​Board Governance of Artificial Intelligence​

​●​ ​Board expertise:​​The Board must secure sufficient​​AI competency, knowledge, and​
​expertise to exercise meaningful oversight, whether through Board composition or​
​external advisors. Continually educate Board members on the strategic implications,​
​risks, and governance frameworks necessary to oversee the responsible development,​
​deployment, and use of AI. Consider establishing a dedicated AI committee or taskforce.​

​●​ ​Strategy:​​Approve the AI strategy and confirm it is​​aligned with the company's vision,​
​values, risk tolerance, and assessed impact across culture, technology, operations,​
​workforce, customers, and society.​



​●​ ​Oversight and accountability:​​Verify that the executive team has implemented robust​
​risk management and compliance frameworks covering technical, operational, workforce,​
​value chain, regulatory, liability, and societal risks. Confirm clear individual ownership is​
​assigned across all AI strategy and risk areas, with AI outcomes integrated into executive​
​performance evaluations and appropriate escalation channels in place. Where workforce​
​or societal impacts are reported as material, assess the strategy’s resilience against​
​adverse scenarios and establish proactive remediation triggers.​

​●​ ​Reporting and audit:​​Monitor and scrutinize progress,​​risks, and challenges. Ensure​
​audits of AI systems are conducted on an agreed schedule and findings are reported to​
​the Board and/or relevant Board Committees on a timely basis with clear remediation​
​processes identified.​

​●​ ​Information the Board should receive:​

​o​ ​Strategy progress against goals and outcomes, including material deviations and​
​proposed responses​

​o​ ​Risk landscape updates, emerging threats, and mitigation status​
​o​ ​Compliance reporting, audit findings, and AI incidents or near-misses​
​o​ ​Operations, workforce, and societal reporting​
​o​ ​Escalation notices for material risks or ethical concerns outside the regular cycle​

​C. Technical Development and Deployment​

​High Risk Applications​

​●​ ​High-risk applications:​​Assess whether AI systems​​will influence decision-making in​
​sensitive domains, such as uses:​

​○​ ​In security, intelligence, military, and defense​
​○​ ​Posing chemical, biological, radiological, and nuclear risks​
​○​ ​In critical infrastructure​
​○​ ​In educational or vocational training​
​○​ ​Relating to the provision of mental health advice and companionship​
​○​ ​In employment, management of workers, and access to employment​
​○​ ​Related to granting or revoking access to essential private and public services​

​(e.g., healthcare, financial services, or housing)​
​○​ ​Related to law enforcement and the administration of justice​
​○​ ​Related to migration, asylum, and border control management​

​●​ ​Heightened assessment:​​Understand the increased risks​​and obligations (including​
​current and anticipated regulatory requirements) associated with the use of AI in​
​high-risk applications, with special attention paid to risks from system performance​
​(including bias and non-discrimination), safety, data protection, documentation, and​



​explainability.​

​System Performance​

​●​ ​Valid and reliable:​​Regularly test, assess, and monitor​​the performance of the company’s​
​AI systems, ensuring productivity, validity, reliability, accuracy, and robustness. Confirm​
​that AI systems are performing as intended.​

​●​ ​Secure and resilient:​​Regularly test, assess, and​​monitor the resilience of the company’s​
​AI systems, ensuring they are secure and can withstand adverse events or unexpected​
​changes in their environment or use. Confirm that AI systems return to normal function​
​after an adverse event and can avoid, protect against, respond to, and recover from​
​attacks.​

​●​ ​Bias, non-discrimination, and fairness:​​Implement​​bias and discrimination detection,​
​avoidance, and mitigation techniques, including in pursuit of compliance with national​
​civil rights laws.​

​Safety​

​●​ ​Safeguards:​​Employ context-relevant safety considerations​​throughout the design,​
​development, deployment, and use (including downstream deployment and use) of the​
​company’s AI systems and build safeguards into AI systems to protect human life, health,​
​property, and the environment.  Ensure protection against runaway AI and system failure​
​in critical infrastructure and national security contexts.​

​●​ ​Attacks targeting AI systems:​​Prepare for attacks​​that exploit the unique architecture of​
​AI models, such as prompt injection, data and model poisoning (e.g., changing model​
​weights or corrupt training), privacy and data leakage (e.g., model inversion and​
​membership inference), supply chain risks (e.g., vulnerabilities introduced via third-party​
​AI components, such as compromised open-source libraries or poisoned pre-trained​
​models), and excessive agency.​

​●​ ​Human oversight:​​Ensure those deploying AI systems​​understand the systems’​
​limitations and can direct, shut down, modify, or override via human intervention,​
​especially when AI systems deviate from intended or expected functionality or​
​performance.​

​●​ ​Controls for autonomous and agentic systems:​​High-stakes​​actions (e.g., handling​
​sensitive data, tasks affecting individual health or safety), irreversible outcomes (e.g.,​
​financial transfers, deletion of records), and expansive affordances (e.g., memory,​
​dynamic tool use) all increase the need for reliable, real-time controls. Controls should be​
​layered across the agent workflow – operating before actions are taken, during execution,​
​and across steps – to intercept different classes of failures.​



​Data​

​●​ ​Quality and compliance:​​Develop policies to ensure​​data accuracy, completeness, and​
​consistency, test for biases in input data, and ensure compliance with regulations,​
​including copyright and intellectual property protections.​

​●​ ​Privacy:​​Ensure that the collection of data for use​​by the company’s AI systems is limited​
​to data that is necessary to achieve a legitimate business goal with appropriate informed​
​consent, that the use of data is limited to the specific context for which it was intended,​
​and that human autonomy, identity, and dignity are safeguarded. Ensure compliance with​
​privacy regulations.​

​●​ ​Data protection:​​Safeguard sensitive data in the company’s​​AI systems from​
​compromise, corruption, or loss, such as through encryption, access controls, and/or​
​anonymization techniques. Ensure compliance with data protection regulations.​

​Documentation and Auditability​

​●​ ​Documentation:​​Document AI model development and deployment,​​testing​
​methodologies, and evaluation outcomes used by the company.​

​●​ ​Auditability:​​Ensure the company’s AI systems are​​auditable (e.g., traceability of​
​development and deployment processes, sourcing of training data, and logging of AI​
​system processes, outcomes, and positive and negative impacts).​

​○​ ​Conduct audits and/or assessments (e.g., using the NIST red teaming methods)​
​during the development and deployment of AI systems to ensure that responsible​
​AI policies, principles, and guidelines are followed.​

​○​ ​Post-deployment, conduct audits and/or assessments periodically to assess the​
​performance and outcomes of the company’s AI systems (e.g., validity, reliability,​
​security, resiliency, bias, fairness, safety, privacy, transparency).​

​○​ ​The nature, depth, and frequency of audits and/or assessments should be tailored​
​according to risk profile and be more frequent for high-risk applications.​

​○​ ​Implement a continuous feedback loop whereby audits and/or assessments​
​inform the ongoing development and deployment of AI systems.​

​●​ ​Incident Reporting:​​Report/disclose events where the​​development, deployment, use, or​
​malfunction of AI systems leads to harm to people, disruption to critical infrastructure,​
​human rights violations, breach of legal obligations, or harm to property, communities, or​
​the environment.​

​Transparent, Explainable, and Interpretable​

​●​ ​Notice:​​Inform users/subjects whether, how, and why​​an AI system is used by the​
​company and whether they are interacting with AI/AI content.​



​●​ ​Model, product, and system disclosures:​​Use model or systems cards (or similar) to​
​describe the AI model, product, or system purpose and limitations. Deploy methods that​
​enable explainability​​1​ ​and interpretability​​2​ ​of results/outcomes​​for users/subjects,​
​thereby sharing insights into the purpose, functionality, and trustworthiness of AI​
​systems used by the company.​

​●​ ​Content disclosures:​​Where relevant, use methods that​​indicate synthetic content (e.g.,​
​content labels, watermarking, disclaimers, cryptographic provenance, traceable​
​elements) of AI systems used by the company.​

​D. Operations​

​Procurement​

​●​ ​Data and AI procurement:​​Perform due diligence on​​third-party datasets and AI products​
​and services procured by the company to ensure:​

​■​ ​Explainability and interpretability​
​■​ ​Fitness for the intended purpose​
​■​ ​Data quality, privacy, and protection, and compliance, including absence of​

​abusive or harmful material, avoidance/mitigation of bias and discrimination,​
​and avoidance/mitigation of legal risks (e.g., infringement on intellectual​
​property rights)​

​■​ ​Security against vulnerabilities, including privacy and data protection​
​■​ ​Fair treatment of workers in the AI system supply chain, such as ensuring that​

​data enrichment workers receive a living wage and have agency in their work​

​Cybersecurity​

​●​ ​Protection:​​Prepare for sophisticated AI-enhanced​​cyberattacks that employ methods​
​such as hyper-personalized phishing, deepfake social engineering (e.g., audio and/or​
​visual manipulation), and challenges to dual-factor authentication.​

​AI Implementation​

​●​ ​Over-reliance:​​Protect against over-relianc​​e on AI​​(by individuals, teams, or​
​organizations) that leads to a lack of understan​​ding​​of underlying processes and risks.​

​●​ ​System resiliency:​​Protect against chokepoints that​​can lead to shutdown of critical​
​functions. (e.g., can be over-reliance on AI broadly, a single provider and/or a single point​

​2​ ​Understanding the inner workings of the AI model itself and making the model's logic transparent and​
​understandable, particularly for AI experts (i.e., why a decision was made).​

​1​ ​Explaining the specific decisions made by an AI model​​for a particular input and communicating the model's​
​reasoning clearly to end users, even if they do not have technical expertise (i.e., how a decision was made).​



​of failure risk).​

​Environmental Impacts​

​●​ ​Sustainability:​​Minimize emissions and nature-based​​impacts (e.g., water, biodiversity)​
​associated with the design, development, deployment, and use of AI systems (e.g., data​
​centers and computing power used to host large datasets and to train models).​

​●​ ​Measurement and decision-making:​​Seek to measure the​​environmental impacts most​
​relevant for the company’s business model and position in the AI value chain (e.g., energy​
​consumption; scope 3 GHG emissions; power and water use effectiveness; model training​
​and inference emissions) and make informed decisions based on this data.​

​E. Workforce​

​Jobs and Employment​

​●​ ​Job quantity:​​Evaluate whether workers​​3​ ​can be reskilled,​​upskilled, or provided advance​
​notice when jobs are replaced or at risk of replacement by AI, and assess whether this risk​
​can be avoided or mitigated. Evaluate the impact of AI systems on future worker​
​pipelines, skills, and recruitment needs. Aim to reskill or upskill workers affected by AI​
​systems (e.g., by providing career-building opportunities for fair, engaging work with a​
​living wage).​

​●​ ​Job quality:​​Evaluate how the company's use of AI​​systems can increase (rather than​
​degrade) job quality for employees and supply chain workers, including the effectiveness​
​of workflows, processes, and collaboration, and elements such as autonomy, agency,​
​cognitive offloading, and well-being.​

​●​ ​Surveillance:​​When AI systems are used to monitor​​or evaluate employees, ensure they​
​are fair, responsible, and non-discriminatory, including through transparency,​
​explainability, and interpretability. Notify employees when AI systems are used and​
​provide a mechanism to obtain a copy of their data.​

​●​ ​Hiring and employment discrimination:​​Monitor AI systems​​used by the company and​
​provide human oversight to ensure they do not introduce bias into hiring, performance​
​management, and compensation decisions.​

​3​ ​Includes employees, agency workers, apprentices, contractors, home workers, interns, self-employed persons,​
​subcontractors, volunteers and people working for organizations in the value chain.​



​F. Legal and Compliance​

​Accountability​

​●​ ​Ownership:​​Ensure clear roles and responsibilities​​are assigned for each aspect of the AI​
​strategy and/or AI risks, with the appropriate management, teams, and individuals​
​empowered, accountable, and trained to assess and manage AI risks.​

​●​ ​Audits and assessments:​​Conduct regular audits and assessments of AI systems used​
​by the company to ensure they operate as intended and align with AI policy/principles,​
​objectives, and societal values.​

​●​ ​Legal compliance:​​Ensure ongoing compliance with relevant/evolving​​laws and​
​regulations that apply to AI systems.​

​○​ ​Ensure compliance with all applicable laws, including civil rights laws and​
​intellectual property protections.​

​○​ ​Track how regulations evolve.​
​○​ ​Honor the principles of internationally recognized human rights when faced with​

​conflicting national AI laws and regulations.​

​●​ ​Standards compliance:​​Ensure compliance with relevant​​industry and multi-stakeholder​
​principles, codes, and standards.​

​●​ ​Remedy:​​Review and determine the company’s appropriate​​role in providing access to​
​remedy when adverse impacts on people occur, including the appropriate role of apology,​
​restitution, rehabilitation, financial or non-financial compensation, and non-repetition.​

​●​ ​Liability risk:​​Review and determine the company’s​​extent of liability risk and how it​
​should be managed. This might include:​

​○​ ​Employment practices liability​
​○​ ​Copyright and intellectual property liability​
​○​ ​Product liability​
​○​ ​Professional malpractice​
​○​ ​Proprietary leakage​

​●​ ​Grievance Mechanisms:​​Review and determine the appropriate​​provision of accessible,​
​predictable, and transparent grievance mechanisms, including methods for workers,​
​customers, and users to lodge complaints, as well as channels for anyone to report​
​potential legal and policy violations.​

​Value Chain Risk​

​●​ ​Responsibility:​​Adopt responsibility to address risks​​within the company’s own domain,​
​and identify what risks are best addressed collaboratively with and/or by other entities in​



​the value chain.​

​●​ ​Transparency:​​Disclose to entities upstream and downstream​​the risks that remain​
​unmitigated.​

​●​ ​Leverage:​​Use upstream (e.g., procurement processes)​​and downstream (e.g., contractual​
​terms) leverage to address risk and promote responsible AI standards, methods, and​
​values.​

​Downstream Risk (from Users and Customers)​

​●​ ​Assessment:​​Assess potential downstream uses of AI,​​including whether these include​
​high-risk applications or situations where AI could introduce or exacerbate risks of harm.​

​●​ ​Policy:​​Develop clear policies on unacceptable downstream​​uses and ensure they are​
​communicated clearly to relevant teams, including sales, product, and customer success.​

​●​ ​Enforcement:​

​○​ ​Establish contractual protections against harmful/illegal uses.​
​○​ ​Implement processes that screen for high-risk sales, customers, and uses (e.g.,​

​those in sensitive sectors or domains).​
​○​ ​Establish a process for employees, users, and subjects to report potential​

​vulnerabilities, risks, or biases in the company’s AI systems.​

​●​ ​Transparency, explainability, and Interpretability:​​Take a proactive approach to​
​downstream transparency, information sharing, and communications.​

​○​ ​Provide downstream users/subjects with sufficient transparency to ensure they​
​understand the capabilities, limitations, and risks of the company’s AI systems.​

​○​ ​Provide downstream deployers with the ability to replicate safety testing and​
​evaluations if the deployment context of AI systems changes the risk profile.​

​G.  Societal and External Impacts​

​Human Rights​

​●​ ​Human rights:​​Assess the actual and potential human​​rights impacts of the company’s​
​AI systems, using international human rights instruments​​4​ ​as a reference point, and​
​undertake ongoing human rights due diligence to assess, address, track, and​
​communicate human rights impacts over time.  This should include standards of​
​international human rights law and, in situations of armed conflict, standards of​

​4​ ​These include the Universal Declaration of Human Rights and the main instruments through which it has been​
​codified: the International Covenant on Civil and Political Rights and the International Covenant on Economic,​
​Social and Cultural Rights.​



​international humanitarian law. Meaningful and effective engagement with affected​
​stakeholders and human rights experts should be a part of this process.​

​●​ ​Vulnerable groups:​​When assessing human rights impacts​​and undertaking ongoing​
​human rights due diligence, special attention should be paid to the impacts of AI​
​systems (or the absence of AI systems) on groups or populations that are or may be at​
​heightened risk of becoming vulnerable or marginalized.​

​●​ ​Child rights:​​Evaluate the impact of AI systems on​​children’s rights as defined in the​
​Convention on the Rights of the Child.​

​Systemic Impacts​

​●​ ​External ecosystems:​​Consider the risks and opportunities​​that the company’s AI​
​systems bring to external ecosystems, including:​

​○​ ​National, regional, and global defense and security​
​○​ ​National, regional, and global financial systems, supply chains, or social systems​
​○​ ​Natural resources and the environment​

​●​ ​Public policy:​​Lobbying and public policy engagement​​that amplifies the societal​
​opportunities of AI systems and mitigates the systemic risks.​

​●​ ​Open and closed models:​​Assess the respective risks​​of designing, developing,​
​deploying, and/or using AI systems with open and/or closed characteristics (e.g.,​
​collaboration, access vs. security, safety).​



​Annex​

​Figure 1: AI Risk Assessment Components​
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